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L’evoluzione degli attacchi DDoS

Contrastare gli attacchi che sfruttano l'intelligenza artificiale con tecniche basate su intelligenza artificiale

17 Ottobre 2025
Webinar

Marco Zamboni — Sales Engineer — Radware
Andrea Pezzoni — Security Presales Specialist— TD SYNNEX
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UAE Bank Under Disruptive Web DDoS Attack Campaign

Attack Background

6-day-long attack campaign
100 hours, 4.5M RPS avg
146M RPS peak

70% of time under attack

1 . 25T malicious requests

1 5 B legit requests

O 012% only legit requests owo _ www_—ww C es wes  ses  ses
O ‘$radware | 4



e radware

Attack Threat -
Landscape




Shifting Threat Landscape

+393% +549%

DDoS attack volume FSI WW; Bad bot transactions # Web DDoS Attacks

+177% # attacks on FSI EMEA of bot traffic is bots 2024 vs. 2023
(2024 vs. 2023)

9 Attacks increase in frequency, size & complexity across
O all attack vectors

‘s radware 6
Source: Radware\2025 Threat Landscape Report, March 2025 |



Shifting Attack Motivations of Hacktivist Groups

Politically Motivated Religiously Motivated Financially Motivated

KILL NN

NoName057 Anonymous Sudan SKYNET/GODZILLA
Killnet cluster Mysterious Team Bangladesh InfraShutdown
Anonymous Russia DragonForce Malaysia Stressers
Passion Group, etc. ATO & Crypto-stealing services
| |
(o
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More and more emulated legitimate traffic used during attack
campaings

1ypal.com <security@paypatd835671.com>

uspicious account activity Data: martedi 20

Date: 12/10/2021 Oggetto: Il tuo account & stato sospeso per motivi di sicurezza. .
To: customername@protonmail.com 0

PayPal Gentile | INEG_——

a > Suspicious Activity La sua utenza sul sito di Poste ¢ stata temporaneamente sospesa perché non ha ancora effettuato
l'aggiornamento obbligatorio del suo profilo,
Hello, Dear Customer, € °

On Sunday, November 12, 2017 (GMT-5), We noticed a
successful sign in to your PayPal account from an € °
| unrecognized device in Bogota, Colombia

come richiesto in precedenza dal nostro servizio di assistenza.

Ti ricordiamo inoltre che non avrai accesso ai servizi
che fomiamo finché non avrai terminato questo pas:
[ You must be verified before it can be used to recover your

account. If you have not completed verification, your account

will be limited, pleasevisit: | Accedi ai servizi online

PayPal

Ti ricordiamo che non potrai piu effettuare del p
a verifica non viene eseguita entro 48 ore dalla sua ricezione

O

O.8 8
Source: Radware\2025 Threat Landscape Report, March 2025 radware |
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Web DDoS — Attack vector able to emulate legitimate traffic

Higher in volume — Ultra high RPS
Encrypted floods

Appear to be legitimate requests

Multiple, sophisticated evasion techniques
(randomized headers, IP spoofing, etc)

O

g :
Source: Radware\2025 Threat Landscape Report, March 2025 radware |
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API Business Logic — Attack vector able to emulate legitimate traffic

BLAs target logical flaws in the way an APl handles requests. For example:

- Manipulating API calls to alter pricing in e-commerce applications
- Bypassingrate limits to scrape sensitive data
. Exploiting order workflows to initiate fraudulent transactions

BLAs often exploit API flows, involving multiple endpoints or sequences of API

calls

Attacks driven by Al - Making BLAs more scalable, harder to detect, and more
dangerous than ever before.

O

Source: Radware\2025 Threat Landscape Report, March 2025

POST
/login

POST
/wareho
use

GET
/product

POST
/logout

POST
/login

POST
/wareho
use/id1

GET
/wareho
use/id2

POST
/wareho
use/id3
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How Attackers
Are Using A
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Attackers Use Al in Cyber Crime

0 eed

Advanced Al-Enhanced Lowering Entry
Phishing & Attacks Barrier for New
DIEEIIELES Cybercriminals

Al-Powered
Revolution

(AN

Direct Attacks
on Al Systems

®radware | 12



* Owner: Canadiankingpin23
FraudGPT: &P

* Since July’23. Advertised on underground marketplaces &
Al Bot for Y . P

Telegram
OffenSIVE  Established presence on Telegram to avoid exit scams
Purposes « Cost: $200/mth - $1700/yr

+ New Conversation

write me a short but professional sms spam text i can send to victims who bank with Bank Ml convincing
them to click on my malicious short link

(o)) write me a short 0 ’ = o ) )
bt Dear Bank I Member: Please check out this important link in order to ensure the security of your online banking

ﬁ account: [SHORT LINK] We look forward to ensuring the safety of your account. Thank you.

s
mﬂ\\ g write me a short but professional sms spam text i can send to victims who bank with [JIll| bank convincing them to
N

click on my malicious short link
. v - Bank Alert: Important security update. To stay safe, pleasqmon this link and update your security info: [Short link]

. 4 : 1) Thank you. A8

e i yo l,0~
(0] : », ¥ )¢ o “AbTE
* el ’ v
L) CANADIAN
- KINGPINT2 i
Q .,
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OTP Al Bots Target Bank User’s 2FA: 5 Simple Steps

4:40 w TEn
< 0 LNOosSV IV '3{.
B - CVV Script

Gain list of users that enabled 2FA

"7 Script Builder

- Create A Script
| - List Your Custom
Scripts
o o o L = - Delete Scripts
Automated call using OTP bot service to impersonate e tn i i
the bank starting a new one
| [call 14022564830 1888888888
PayPal John 6 240 PMW
Simultaneous access to target account triggering the TN Leeliepes i

2F code to be sent S

# Call Has Been Answered

® Human Detected

Victim acts with a sense of urgency and shares the 2F S
COd e OTP CODE: 882536

or

[Accept . .o

Attacker gets access & locks victim out of the account

OOOOO

OTP Bot Operated via Telegram

“radware | 14
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All-in-One Modern Attack Tools on Github W conns

Evolving

Features And Methods

U\/

DDoS attack
vectors

MHDDoS - DDoS Attack Script Wit-

(Programming Language - Python 3)

Pleas

~ Layer 7 Dstats

Cloudfiore (UAM+BFM) sibried
HIT - bitp:/1109.228.46.163hid
Cloudflare (Capicho)

application
exploits

9 Attackers don’t distinguish between f
WAF, DDoS, Bot attack vectors X I Built-in

bypass again
common
defenses

9 Need an integrated platform to overcome
all-in-one attack tools

ooee

2radware | 15
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What is
Needed to
Stay Ahead?

WEE AAAAA / SEpaE”
FIREWALLS

KUPPINGERCOLE ANALYSTS AG,

APR 2024

. | |SIGAOM 1| ICET T
oooooooooo oy
2024

— SUMMER

EEEEEE APPLICATION & AP1 SECURITY
(AAS)

Intelligent  Integrated
Security = Platform
powered by  correlating across all
Al-based across wide  environments
algorithms array of and entry
threats points

9 Only way to drive lower MTTR,
save costs & protect your brand

Expert
Defense
with 24/7

security

experts by
your side

“radware | 17



Complete
Protection by
Radware’s Cloud
Security Platform

Gartner.
Peer Insights.

Truly exceptional
protection for web
apps & APIs

Radware Customer,
Telecommunications

WEB
ATTACKS

4/

< /;h <t O=o =2
APIABUSE /28 API TAKEOVER

PROTECTION /

Mobile & Web Appllcatlons APIs

SUPPLY CHAIN
ATTACKS

KNOWN BAD
ACTORS

DDOS ATTACKS

“#radware | 18
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Unmatched Compliance to the Strictest Standards

ACN QC2 Certificazione Agenzia della Cybersecurity Italiana

ISO 27001 Information Security Management Systems

ISO 27017 Information Security for Cloud Services

ISO 27018 Information Security Protection of Personally identifiable information (PIl) in public clouds
ISO 27701 Privacy Information Management for Pll controllers and processors

ISO 27032 Security Techniques -- Guidelines for Cybersecurity

ISO 28000 Specification for Security Management Systems for the Supply Chain

EU GDPR EU General Data Protection Regulation

PCI-DSS Payment Card Industry Data Security Standard

HIPAA Health Insurance Portability and Accountability Act

US SSAE16 SOC-1 Type II, SOC-2 Type II

*
Zeore
16 oteiive
* 4K

“radware | 19
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Attack Story:
UAE Bank *
Under Attack
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UAE Bank Under Disruptive Web DDoS Attack Campaign

Attack Background

6-day-long attack campaign
100 hours, 4.5M RPS avg
146M RPS peak

70% of time under attack

1 . 25T malicious requests

1 5 B legit requests

O 012% only legit requests S = == baw awe oww won
O radware | 21



Latest Real Time Signature

How Did the
Bank Stay

Protected?
Attack Peaks Attack Length Attack Signature
Up to Several days w/ multiple Signature created in
waves lasting real-time includes
Layer 7 application DDoS 14 ‘ 6 I\/I 10'20 2 7
protection is where it shines. RPS HOURS PARAMETERS

Mean time to remediation is
within seconds.

Radware Customer, 9 Fjght Al with Al: AI-I:?ased algorithms create
Tech Services signatures in real-time

'] PeerSpot

radware | 22
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Best Practices for Application Security

Need to fight Al with Al
O
(b EXPERT DEFENSE

é?@a INTEGRATED PLATFORM

INTELLIGENT SECURITY

Al-empowered SOC tools & managed
services to lower MTTR

Comprehensive coverage of threats
Data correlation & shared intelligence feeds

Al-powered protections for Web DDoS,
DNS, API, Client-side & Bot attacks

radware | 23
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Cos’e una Botnet

Per ottenere il controllo di tanti dispositivi, |
cybercriminali devono riuscire ad
Installare malware sui sistemi vittima che, spesso,
presentano firmware obsoleti e non aggiornati.

Una botnet € un insieme di
dispositivi controllati dai
cybercriminali per attaccare
un bersaglio. Il

termine “botnet” deriva
dalla fusione delle parole
“robot” e “network” a
rappresentare la natura di
un cyberattacco tramite
processi automatizzati.
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Proteggersi

Al momento i dispositivi piu vulnerabili sono quelli loT.

E’ necessario aggiornare firmware alle versioni piu recenti e considerare questi prodotti nel
ciclo di patching.

Segmentazione della rete. Tenere separati i dispositivi loT dai dati sensibili, un dispositivo
Zombie per una BotNet puo essere la porta per altri tipi di attacchi

5 8 © B 8

L —

Wireless VOIP

Audio Wireless speakers Smart TV phone

Tablet assistant printer
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DDOS As A Service

Product Qualty BotNet as a Service consente di acquistare i
° R TOROK e servizi di una BotNet a prezzi che partono
dalle poche decine di Euro.

Feedback Terms

Con un listino prezzi in base ai servizi
acquistati, 'esempio di Rebirth € uno dei tanti

servizi che offrono questo tipo di funzionalita

e, come un vero e proprio abbonamento, a
prezzo diverso corrispondono funzionalita
diverse, come API o tool di settaggio
dell’attacco.

Rebirth VIP ADDON Rebirth APl ACCESS
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La bufala degli spazzolini

Sﬁﬁ News Sport TV Entertainment Money Tech

Tech

TOOTH BE TOLD Over 3 million
toothbrushes could be ‘hacked’ and
‘turned into secret army for criminals,’
experts claim

Read on for important tips on how to stay safe

Jona Jaupi, Technology and Science Reporter
Published: 9:32 ET, Feb 7 2024 | Updated: 8:13 ET, Feb 8 2024
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Android TV BotNet

Circa 1,6 Milioni di TV Android attualmente infette
con una nuova variante del Malware Vo1d, gia noto
in passato per aver infettato numerosi dispositivi
loT.

| dispositivi vengono utilizzati in attacchi di tipo

Flood.
Sono gestiti tramite dei server Command and
Control con aggiornamento P2P.

Al momento i paesi piu infetti sono Argentina,
Brasile, Cina, Indonesia, Sud Africa e Tailandia
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“A clever person solves a problem.
A wise person avoids it”

Albert Einstein



PROSSIMI APPUNTAMENTI

24 OTTOBRE: Radware — Bilanciamento di nuova generazione per le app
31 OTTOBRE: Migrazione da MPLS a SASE con Palo Alto Networks

https://events.tdsynnex.it/cyber-unit-missione-protezione/

TEAM SECURITY: security.it@tdsynnex.com
SPEAKER: marcoz@radware.com
andrea.pezzoni@tdsynnex.com
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