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La sfida della Cyber Security € uscire dai sistemi chiusi e migrare verso un ECOSISTEMA della sicurezza

| problemi legati al ciclo di vita dei prodotti di
Cyber Security:

- Mancanza di risorse e di skill

- Difficolta di monitoraggio

- Difficolta a scalare in modo organico

- Molti punti di Fail

- Scarsa visibilita generale

- Lentezza nell’evolvere

- Perimetro in espansione

>

La risposta a questi problemi e il concetto di
Piattaforma:

Unico stack di prodotti da conoscere e gestire
Scalabilita basata su cloud e virtualization
Sicurezza a 360°

Velocita di implementazione — Soluzione
unica

Sistemi distribuiti e gestiti




Cisco Security Strategy

More products leads to more complexity within your business and IT environment

Exfiltration
Ransomware
Lateral movement
Web threats
Stolen credentials

Spam

yendor E
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76

Average number of
security tools per
enterprise

78%

Organizations report that
high number of security tools
is driving cybersecurity
complexity*
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Cisco Security Strategy

Customer top priorities address the challenges

Hﬂ\ﬂn E-I

Boost Productivity Optimize Costs Minimize Risk
Address inefficiencies Secure your organization

Empower users to
do their best work
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Cisco Security Strategy
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Cisco Security Strategy

Cisco Breach Protection

Powered by the Talos threat intelligence team

Cisco User Protection Cisco Cloud Protection

Firewall Protection
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Cisco Security Strategy

Cisco Breach Protection

Extended Detection & Response

Cisco User Protection Cisco Cloud Protection

Posture & Auth Management Endpoint Security Workload Security

Email Security Experience Insights Application Security

Remote Browser Isolation Network Access Control Vulnerability Management Full Stack Observability
Security Service Edge Multicloud Defense

Firewall Protection
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Cisco Security for SMB

(o Y Y N ~

O Cisco Umbrella Cisco Secure
Endpoint

SWG

k Firewall Cloud Security Identity Security Endpoint Protectionj
Unified Experience
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Industry Digitization Increases the Threat Landscape

The role of IT is expanding to help secure industrial operations
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Cisco Cyber Vision

Visibility & Security Platform for the Industrial loT

o

Visibility Security Posture Operational Insights
OT asset inventory Device vulnerabilities Track process/device modifications
Communication patterns Risk scoring Record control system events

Context and insights that are foundational to building reliable and secure OT networks



Unique 2-Tier Architecture

OT visibility that can be deployed at scale

OT Assets

Cisco industrial
switches or routers

Lightweight Metadata

Cyber Vision Sensor

v Software embedded into
network equipment

v’ Passive discovery via DPI
v’ Safe active queries of assets

v Decodes application flows

Cyber Vision Center

v’ Centralize analytics and data storage

v’ Detailed OT asset inventory and
communications maps

v’ Security posture and detection

v’ Reporting

=
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Integrations
SIEM, XDR, NAC, Firewall, CMDB, etc.

v OT asset profiles in IT security tools
v" OT context and events in SOC
v’ Native integrations and specific apps

v Comprehensive APIs for custom
integrations

OT visibility sensors embedded into network equipment sees more and is easier to scale




Cisco Cyber Vision Portfolio

Hardware Appliance
UCS based servers with Hardware RAID

Cyber Vision « «
& .

cEnter VMWare ESXi OVA HyperV VHD
CV-CNTR-M6N
24 core CPU Minimum requirements
128 GBRAM Intel Xeon, 10 cores
3.2TBdrives 32GB RAM and 1TB SSD
1 or 2 network interfaces
Sensor Sensor Sensor Sensor
Cyber Vision e | e ==
- T
Yy S ==
! ’ % :%r 33

Catalyst IR1101
LTE/S5G Gateway

Sensors

Catalyst IR8300
Multiservice Router

Catalyst IE9300 Rugged
Aggregation Switches

Catalyst IE3300and ~ CatalystIE3400HD
IE3400 Switches IP67 Switch

Network-Sensors

Deep Packet Inspection builtinto network-elements eliminatingthe need for SPAN

Software Appliance
Virtual Machines

Sensor .:IDS_*

Catalyst 9300/9400

(©) TD SYNNEX
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Amazon Web

. Microsoft Azure
Services

Minimum requirements
Intel Xeon, 10 cores
32GB RAM and 1TB SSD
1 or 2 network interfaces

1C3000 Industrial Compute

Hardware-Sensor
DPI via SPAN to support brownfield



Cisco Secure Firewall:
Doubling Down on SD-WAN and Al

The highest performing, Al-powered, SD-WAN firewall on the market

1200 Series and FTD 7.6 What’s New

CIsco M./ \ “x f#Ciscolive



Your network is expanding and becoming...

Vulnerable

loT Device
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cisco W/
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Cloud applications

Opaque
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Your network is expanding and becoming...

Vulnerable
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Challenges of distributed branch offices

ik & °

More devices to buy, higher More devices to onboard, More devices to update & More people to
CapEx globally maintain find, hire & train

[ Inconsistent ] [ Opaque ] [ Unscalable ]

c 1 S C o M-/ #Ciscolive © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Introducing the new Secure Firewall 1200 Series

The highest performing, compact firewall for distributed enterprise branches.

Up to
performance Price/Performance
over rivals over rivals

Deployment efficiency, Al/ML-based detection and

eliminate additional HW

management

c 1 S C o W. #Ciscolive © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Introducing the new Secure Firewall 1200 Series

The highest performing, SD-WAN enabled compact firewall for distributed enterprise branches.

Superior performance in a

compact footprint

Deployment efficiency,

eliminate additional HW

Al/ML-based detection and

management

Boost employee productivity with up to
3x faster speed when connecting to
headquarters or cloud apps.

Power up loT devices directly with
UPoE+, or increase performance of
desktop firewall with SFP+ ports.

Deploy SD-WAN at multiple branch
locations faster with built-in
onboarding templates and zero-touch
provisioning.

Eliminate the need to purchase, deploy,
and manage multiple networking
devices at branch.

* Al/ML- driven detection of encrypted

malware, common threats, and 0-day
vulnerabilities.

e Al Assistant for streamlined firewall

operations and policy lifecycle
management for on-prem or cloud.

cisco M/

#CiscolLive
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Secure Firewall 1200 Series family

1220 CX

2x1G orl0G SFP+
6 Gbps

1210 CP

4x UPoE+
3 Gbps

1210 CE
3 Gbps

cisco M/

#CiscolLive
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Cisco’s compact firewalls > 3X

Performance

Comparison of performance increase

1010 1010E
Firewall 0.9 Gbps 0.9 Gbps
IPSec 0.4 Gbps 0.4 Gbps
Ethernet 8 x 1000BASE-T 8 x 1000BASE-T
PoE - 2 x POE+

c 1 S C o M- #Ciscolive © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Cisco Secure Firewall hardware portfolio

2024

o 7 I oy ]

T e 1200 Series n
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Small and Medium Branch \ITe (P42 Large Enterprise Service
Business (SMB) Office Enterprise Datacenter Provider

c 1 S C o M- #Ciscolive © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



New in FTD 7.6

SD-WAN Templates for Depl

Simplicity

cisco M/



SD-WAN template creation

Easily enable SD-WAN on existing all Cisco firewalls zero-touch provisioning.

ahiah,  Firewall Management Center

Search
cisco Site To Site Q

A Create VPN Topology

Topology Name *

.-
== SDWAN

Overview

VPN Type

il / .
Analysis (®) SD-WAN Topology Route-Based VPN Policy-Based VPN

8 Yo not configure
Policies I o
Select VPN Topology Select VPN Topology
Select VPN Topology =12 pﬁq

&
) P{a Hub and Spaoke ® @

(‘:.',-'1

=y

Devices

[ ]
Al
Objects

_' Refresh I

3

Integration

c I S c o M- #Ciscolive © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SD-WAN template

afialn
cIsco

Overview

Analysis

)

Policies

Devices

Objects

6 3

Integration

Firewall Management Center
Devices /| VPN

Devices

Device Management VPN

Template Management « ] Site To Site

NAT Remote Access

QoS Dynamic Access Policy
Platform Settings

FlexConfig

Certificates

management

Troubleshoot

File Download
Threat Defense CLI
Packet Tracer
Packet Capture
Snort 3 Profiling

Troubleshooting Logs

Upgrade

Threat Defense Upgrade

Chassis Upgrade

Template

Interfaces Inline Sets Routing

Site-to-Site VPN Connections )

VPN Topology
s
SDWAN-VPN-64512

Type: SD-WAN Topology
Role: Spoke

SDWAN2-VPN-64512-Isp2
Type: SD-WAN Topology
Role: Spoke

L

#CiscolLive

DHCP VPN
&

VPN Connections

VPN Interface
Local Tunnel IKE ID

VPN Interface
Local Tunnel IKE ID

Template Settings

Associated Devices

Outside1-Isp1
SlLocallKE-S...

Outside2-Isp2
SlLocallKE-S...

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




New in FTD 7.6
Al/ML-Enhanced

Detection for 0-day and

Encrypted Threats

cisco M/



Cisco Talos empowers firewalls
with Al/ML intelligence

@ ~800B security events/day

0 ~9M emails blocked/hour

~7 000 | / Ut Cisco Al for Security is trained on one of the largest
! st Al e AL security data sets in the world
60+ 200+
~2,000 domains blocked/second Government and law Vulnerabilities
T enforcement partnerships discovered per year

c 1 S c o M. #Ciscolive © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Gain control over encrypted threats

Without decryption, encrypted visibility engine 2.0 uses Al/ML to block encrypted threats for thorough security,

simplicity, privacy and performance

« Simplify encrypted traffic inspection

+ Preserved privacy and compliance

+ Accelerate firewall performance

+ Application visibility and control in encrypted streams

« TLS 1.3 and QUIC protocol support

cisco W/

#CiscolLive

Encrypted Visibility Engine

About Encrypted Visibility Engine

This feature uses machine learning on session metadata to provide insights, such as the name of
the process that initiated a connection and whether that process is associated with malware, into
encrypted traffic without needing to perform decryption. A valid IPS license is required to use this
feature.

For improving efficacy of this feature, ensure that you have enabled:
1. Automatic updates for future Cisco vulnerability database (VDB)
releases (Use System > Tools > Scheduling)
2. Cisco Success Network (Use Integration > SecureX > Enable Cisco Success
Network).

Encrypted Visibility Engine (EVE)

Assign Client Applications to EVE-detected Processes

Allow EVE to assign client applications to processes. This does not impact performance.

Enable Enhanced Analytics

Add EVE's fingerprint information in the connection events.

Block Traffic Based on EVE Score

Customize your threshold for blocking traffic based on the EVE scores.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



SnortML: Zero-day protection

Overview Analysis Policies Devices Objects Integration  Deploy Q * Fo I 7 ] admin v csco. SECURE

% Firewall Management Center

Bookmark This Page | Create Report | Dashboard | View Bookmarks | Search | Predefined Searches v

Events By Priority and Classification
Il 2024-05-01 00:00:00 - 2024-05-31 15:11:31
Expanding
» Search Constraints (Edit Search)

Drilldown of Event, Priority, and Classification Table View of Events Packets

v Event Information
Message (snort_ml) potential threat found in HTTP parameters via Neural Network Based Exploit Detection (411:1:1)
Time 2024-05-06 13:28:55
Classification Unknown Traffic

Priority  low
Ingress Security Zone BPInline
Egress Security Zone BPInline

Device 10.7.117.156

Ingress Interface  10.20.0.1

Egress Interface  10.30.0.1
Source P 10.20.34.251

Source Port / ICMP Type 5793 /tcp
Destination [P 10.30.10.157
Destination Port / ICMP Code 80 (http) / tcp
HTTP Hostname 10.30.10.157
HTTP URI  /joomla/index.php?option=com_saxumastro&view=savedreading&publicid=1'+AND+EXTRACTVALUE(66,CONCAT(0x5¢c,CONCAT_WS(0x203a20,USER(),DATAB.

cisco M/

#CiscolLive

A machine learning detection
engine detecting known
vulnerability types

Proactive blocking of 0—day exploits

Identifies variations of attacks

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Generative Al application detector

Firewall Management Center

4 |
Search Depl 9 nazmul
Policies / Application Detectors Q ploy @ @ v

Import r m Product Mapping

Filters:

Category: generative ai Create Custom Detector

generative ai

Overview

government services Name Detection Type Details Port(s)

Analysis healthcare services AUtoGPT

- human resources © AutoGPT
instant messagin

Policies ging
Bing Al
legal

o marketing and sales
Devices . ChatGPT
messaging queues ChatGPT

~ mobile application

Objects multimedia (music/audio) ChatGPT

multimedia (other) ChatGPT

ﬂ' multimedia (tv/video)

Integration i
network protocols/services Chatsonic Chatsonic

network utilities

CodeGeex
news CodeGeex

pacs

Supports detection and control of 70+ GenAl applications.

cIsco '&/

- #Ciscolive © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



New in FTD 7.6

Al Assistant on FMC for Ope

Simplicity

cisco M/



Firewall management is a nightmare!

Time consuming

troubleshooting
Regulatory and compliance ' Difficulty staying updated
pressures .. | e
Legacy rules and rule Interoperability
sprawl hARE e (N R E ® challenges
o ) . “o
Documentation Complex policy
W EEES \ management

Training and skill development Resource constraints

c I S c o M. #Ciscolive © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Al Assistant for Security now on FMC

Al Assistant Beta

Policy and reporting

Assist Find and report information on policies for faster
queries, auditing, and reporting

What do you want to ask today?

Choose from a suggestion below or use the text field to ask

Troubleshooting and detection 2 question
Augm ent Amalgamate all user guides for expedited iitial Setup Guide: Creating a Basic
resolution Common Practices Security Policy for

and Steps FTD: Step-by-Step
What are some common How do | create a basic
practices and initial setup security policy for FTD?
tasks that you can walk

me through?

Policy lifecycle management

Automate Find and fix firewall rule misconfigurations for
improved security and performance View our FAQs o learn more.

Available on all FMC solutions from

FTD software version 7.6

c I s c o M- #Ciscolive © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33




Security Cloud Control (formerly CDO)

Dashboard

Al-Native architecture for:

Simplified operations 8

o]

Enhanced security

Improved clarity

CISCO

.ék/'

Top Insights & Alerts

7 Elephant flow spike observed -
Data sources:  FTD
Traffic has risen steadily over three weeks with some large

flows consuming excessive bandwidth, necessitating
intervention to avoid performance issues.

Last 24h Details >

Top Actions

Policy Optimizer

Data sources: ' FTD

18263 Rules with anomalies

I 18263 Rules with anomalies
515 Disabled rules

30524

Total Rules 79 Expired rules

Bl 11667 Healthy rules

Risk & Vulnerabilities ' CVM Integration

Data sources: FTD

5723 Shadowed

Risky Users accessing privileged :
apps
Data sources: FTD = Secure Access

Implement ZTNA to limit access only from required user groups
and protect yours applications from risky users.

Last 24h Details >

Top Information

Workload Protection Status

Data sources: Hypershield

400

Total Assets

Last 90 days

20k

1 Vuinerability ‘

Details >

Last 90 days Top Risky Destinations Allowed

14 High and Medium
vulnerabilities not covered

89 10 4

Total High Risk ) Medium Risk

Data sources: | FTD

Vulnerable ©

"
15 Recommendations &.?'

All Insights

1% Decrypted traffic towards

internet

Data sources: | FTD
Failure to decrypt a significant portion of traffic poses a severe
security risk, potentially concealing malicious activities, leaving
your network vulnerable to cyber threats.
2 Days Ago Details >

Report

Last 90 days

320k

Protected @

60k

Improvements Recommended @

12 Recent protections .

Details >

last 90 days

App Name Business Relevance - Category

AceProject Very High email
75 AD DSROL Very High CMR
Low Risk @

Contently Very High business

Mitigate »
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Cisco Secure Zero Trust

A comprehensive approach to securing all access across your people, applications, and environments.

Workforce Workplace Workloads

Ensure only the right users and secure devices Secure all user and device connections Secure all connections within your apps,
can access applications. across your network, including loT. across multi-cloud.
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The Foundations of Zero Trust in Your Workplace

Visibility Segmentation Containment

> ) I > b
\\
Grant the right level of Shrink zones of trust and grant Automate containment of
network access to users across access based on least privilege infected endpoints and revoke

domains network access



ISE Provides Zero Trust for the Workplace

Enterprise
Endpoints Network Devices
Users *  Switches

Devices * WLCs/ APs

*  Things ' « VPN
-
N

T

TD SYNNEX

Security

Cisco ISE Identity Services
» Shared or Distributed - Azure/AD/LDAP
* VM/Appliance/Cloud - MDM
* Up to 2M Endpoints * SAML/MFA

* RADIUS and TACACS

Security Services

*  Cloud Analytics
*  Secure Firewall
Partners

o
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Fila
—w

J @
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ISE \&
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Share It
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ISE Capabilities for Zero Trust from Workplace

)
Establish Enforce Trust- Continuously Respond to
Trust Based Access Verify Trust Change in Trust

User/Device Network based Integrations : RADIUS Change of
Authentication Authorization Policies * Threat Detection Authorization (CoA)
MFA thru Integrations Micro-segmentation * Behavior Analysis Adaptive Network
Profiling Compliance-based CoA * Vulnerability Assessment Control (ANC)
Posture + Context Device Administration

Guest with TACACS+

BYOD Onboarding
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Why Customers Buy ISE

Device Administration TACACS+ Allows for secure, identity-based access to the network devices  https://cs.co/ise-tacacs

Secure Access Secure wired, wireless, or VPN access using industry standard protocols https://cs.co/ise-wired
RADIUS and 802.1X

Guest Access Choose from Hotspot, Self-Registered Guest, and Sponsored Guest https://cs.cofise-guest
access options
'g T -pw . - . . . . a-pw
Asset Visibility Use the probes in ISE and Cisco devices to classify endpoints and https://cs.co/ise-profiling
— authorize them
- - , , ,
Compliance & Posture Use agentless posture, Cisco Secure Client, MDM, or EMM to check https://cs.co/ise-posture
—QO endpoints’ posture
ISE Context Exchange Integrate applications and vendors with ISE for endpoint identity, https://cs.co/ise-pxgrid
context, and automated Enforcement
Segmentation Group-based Policy with Security Group Tags (SGT) and Security Group https://cs.co/segmentation-resources
r ACLs (SGACL) instead of VLAN/ACLs
Cisco Catalyst Center ISE integrates with Catalyst Center to automate the network fabric and https://cs.cofise-ccc
@X' policies using SDA
N
EMM/MDM Endpoint Management is required for provisioning endpoints with https://cs.co/ise-mdm
| ] certificates and controls for secure network access
Threat Containment Use Threat Analysis tools to grade an endpoint’s threat score and https://cs.co/ise-tcnac

ﬁ automatically quarantine it
A
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Context Build, Summarize, Exchange with pxGrid

Visibility and Access Control Context Reuse

ISE builds context and applies access control restrictions to users and devices by eco-system partners for analysis & control

-
?( Threat Intelligence 9 Mobility Services Engine

QSystem managers J Mobhile Device Managers z Who
@ -

/ \ Directory Services  Vulnerability Scanners I:IWhat

¢ e ' Q ’ el Secure Network Analytics
¥D) When .

XGri .
= How P ‘e’ Secure Firewall
i REST API
Where Al
|SE 9 Syslog asco Catalyst Center
J Posture _
~3fo + Security Partners

'p¢ Threat

— BN @ ¥ Vulnerability
-~
- °
Security Group
Endpoints Tag (SGT)
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Cisco Secure Access

Zero trust network Remote
access (ZTNA) browser isolation Seamless access
(RBI)**

Frictionless user experience to all apps

I Secure
DN5-layer Unified client intelligently directs ZTNA and

e m |
security ™ | .----  web gateway _
/ o/ \ (SWG) VPNaas traffic

Access to any app over any port or protocol
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HRYEER]] : :
\_\_ 7 5II’T‘|F!|E‘ DpEFEtIDHS
’ : : Resilient cloud native architecture
Data loss prevention Advanced Digital Single 55E dashboard and single client
(DLP) malware protection/ experience Integrates with SD-WAN

sandboxing monitoring*®



SASE Integration
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SASE Deployments Auto Tunnel and Common DNS Security Policy

Common Security Policies for all branches
Multi-layered DNS Security

Faster Protection

Improved Internet Performance

Uniform Security policy for Hybrid workers

Secure Firewall Management Center
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Secure Access— Cloud-delivered Firewall
Auto-generation and deployment of configuration
on Firewall and SSE
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“Platforms are the new business model for the digital age, and
they are disrupting traditional industries across the globe.”
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https://www.cisco.com/
https://cs.col/ise-tacacs
https://cs.col/ise-wired
https://cs.col/ise-quest
https://cs.co/ise-profiling
https://cs.col/ise-posture
https://cs.col/ise-pxqrid
https://cs.co/segmentation-resources
https://cs.colise-ccc
https://cs.co/ise-mdm
https://cs.col/ise-tchac
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
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https://cs.co/ise-posture
https://cs.co/ise-pxgrid
https://cs.co/segmentation-resources
https://cs.co/ise-ccc
https://cs.co/ise-mdm
https://cs.co/ise-tcnac
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
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PROSSIMI APPUNTAMENTI
7 FEBBRAIO: L'evoluzione delle reti distribuite

14 FEBBRAIO: SonicWall CSE
21 FEBBRAIO: Acronis Awareness e NIS2

https://events.tdsynnex.it/cyber-unit-missione-protezione/

TEAM CISCO: jt.cisco@tdsynnex.com
SPEAKERS: federico.frosini@tdsynnex.com
giacomoalberto.casati@tdsynnex.com andrea.pezzoni@tdsynnex.com
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