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Security Advisory — FieldServer Gateway "€ Safety Company

N b 2024 MSA Corporate Center
ovember 1000 Cranberry Woods Drive
PLEASE READ NOW AND TAKE ACTION Cranberry Township, PA 16066
800.MSA.2222
Affected Products www.MSAsafety.com

FieldServer Gateways and Embedded Modules with build dates from September 2020 to June 2024, or build
revisions 5.0.0 to 6.5.2, excluding models FPC-AD2-XXXX and FPC-E03-XXXX.

Summary

MSA has discovered vulnerabilities impacting multiple versions of FieldServer firmware. This security advisory
details 3 CVEs and user recommendations. MSA has not received any reports of unauthorized access
associated with these vulnerabilities, however it is recommended to follow the actions in this notice.

CVE ID CVSS 3.1 Vector Summary
Score | Severity
CVE-2024-45494 8.4 High AV:L/AC:L/PR:N/UI | A shared administrative user account has
:N/S:U/C:H/I:H/A:H | authentication relying on a weak shared
password.
CVE-2024-45493 7.2 High AV:N/AC:L/PR:H/UI | Controls implemented to prevent a shared
:N/S:U/C:H/I:H/A:H | administrative user account from remote
login can be circumvented by an attacker.
CVE-2024-45495 4.3 Medium | AV:N/AC:L/PR:N/UI | Controls not implemented to prevent a
:R/IS:U/C:L/I:NJA:N | cross-origin WebSocket hijacking attack.

User Recommendations

MSA has released an update for the affected FieldServer Gateways that addresses the above-mentioned
CVEs. MSA recommends updating your device to the latest firmware version by following the steps below:

1. Identify the Build Date, Build Revision, and Model Number of your device to determine if it is affected.

2. Go to https://us.msasafety.com/downloads and enter your model number in the “Firmware Images”
section under the “FieldServer” heading. (ex: FPC-N54-1234)

3. Download and install the firmware update to your device.

Note: For a detailed, step-by-step procedure, please see Appendix: Detailed User Instructions.

Contact Information

For any questions regarding this notification, contact MSA as shown below:

Region Email Phone
All Regions smc-support@msasafety.com +1 408 964 4443
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https://www.cve.org/CVERecord?id=CVE-2024-45494
https://www.cve.org/CVERecord?id=CVE-2024-45493
https://www.cve.org/CVERecord?id=CVE-2024-45495
https://us.msasafety.com/downloads

MSA

Legal Disclaimer The Safety Company

MSA Corporate Center
This notice is for informational purposes only. 1000 Cranberry Woods Drive
The urgency and severity ratings of this notification are not tailored to individual users ~ ¢fanberry Township, PA 16066
and may vary based upon the specifics of your product configuration. 800.M5A.2222
Users are responsible for assessing the impact of any actual or potential security www MSAsafety.com
vulnerability.
MSA reviewed this notice prior to publication; however, use of the information in this document or related
materials is at your own risk.
MSA reserves the right to change or update this document at any time and without notice.
MSA provides the CVSS scores and other information herein “as is” without warranty of any kind.
MSA disclaims the implied warranties of merchantability, noninfringement, and fitness for a purpose and makes
Nno express warranties except as may be stated in a written agreement with and for its customers.
In no event is MSA responsible for any cost, expense, or other damages of any kind, however arising, related to
or arising from anything provided for or described in this notice, and in no event will MSA be liable for any direct,
indirect, special, or consequential damages.

Appendix: Detailed User Instructions

Identifying Model Number, Build Revision, and Build Date

1.
2.

Locate the Model Number of your unit on the product label. (ex: FPC-N54-1234)
Connect a PC to the Ethernet port of the FieldServer Gateway.
a. Refer to Section 5 of the Start-Up Guide for additional instructions on setting up your PC.
Open a web browser and go to the FieldServer GUI by typing the unit’s IP address in the address bar.
a. Default IP address of the unit is printed on the product label.
i. ProtoNode Gateway: http://192.168.1.24/htm/fsqui.htm
ii. System Integrator: http://192.168.2.101/htm/fsqui.htm
b. If the IP address has been updated, use the FieldServer toolbox to view the IP address.
i. FieldServer toolbox is also available in the “Download” section under the
“FieldServer” heading.
Click on “About” in the Navigation Tree on the left.
Review “Firmware” tab on the right. An update is required for Build Revisions or Build Dates shown below:
a. Build Revisions 5.0.0 to 6.5.2.
b. Build Dates September 2020 to June 2024.
c. If your product is outside of this range, no further action is needed.
d. If your product is within this range, proceed to next section.

Download and Installation of Firmware Update
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Go to https://us.msasafety.com/downloads and scroll to the “FieldServer” heading.
Enter your model number in the “Firmware Images” section under the “FieldServer” heading.
Save the file displayed to your PC.

Open a web browser and type the IP address of the FieldServer in the address bar.
Click “Setup”, then click “File Transfer” in the Navigation Tree on the left-hand side.
Click on the “Firmware” tab.

Click “Browse” and select the firmware file that you downloaded.

Click “Submit”.

Click “System Restart” when the download is complete.

. Confirm that the firmware uploaded appropriately by checking that the build revision is 7.0.0 or higher in the

“Status” tab on the FieldServer GUI.
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https://us.msasafety.com/IIoT-Gateways/OEMs/ProtoNode/p/protonode?section=literature
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2F192.168.1.24%2Fhtm%2Ffsgui.htm&data=05%7C02%7C%7Cf0f707d1760f4566c5bb08dd001b2cba%7C071d11a83bdb44d29eb6c762e1564ba5%7C0%7C0%7C638666838939941686%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=fW%2BkM11%2Ba9g1%2FqSKZkOnTPCd2eOK3v8diZt1VlOv9Vk%3D&reserved=0
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2F192.168.2.101%2Fhtm%2Ffsgui.htm&data=05%7C02%7C%7Cf0f707d1760f4566c5bb08dd001b2cba%7C071d11a83bdb44d29eb6c762e1564ba5%7C0%7C0%7C638666838939968244%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=l36GnErxSzqNs4ipBpdbLRPnSoLIwKWT%2FQYzYAJfjzs%3D&reserved=0
https://us.msasafety.com/downloads

