Mac-Lab, CardiolLab

and Combolab Security

Improving cardiology by securely interfacing into your ecosystem

Our latest software update AltiX XI builds on 30+ years of trusted
performance, delivering a future-ready recording platform designed
to support evolving cardiovascular procedural needs.

Mac-Lab™, CardioLab™ and ComboLab™ are designed to support
hemodynamic and electrophysiology recording needs with a layered
security architecture. GE HealthCare’s cybersecurity approach
incorporates multiple, independently deployed security controls across

connected system components, developed in alignment with recognized

industry frameworks. These measures are intended to reduce the risk
of unauthorized access to patient data and to support customers’
HIPAA compliance efforts, as part of an ongoing security program that
includes monitoring, patching and vulnerability management.

Designed to fit your hospital

Cyberattacks on hospitals are only increasing and vulnerabilities

can exist in any department. That’s why it’s vital for hemodynamic

and electrophysiology recording to have in-depth protection.
Connecting to the backbone of a hospital’s IT infrastructure,

Mac-Lab, CardioLab and ComboLab are designed for enhanced security
while delivering the clinical functionality and workflow you require.

Flexible—but secure

Built for simplicity and flexibility, these systems operate in a manner
that gives hospitals meaningful control over configuration and operation.
To support your IT department’s evaluation and management of the
system, we provide a Manufacturer Disclosure Statement for Medical
Device Security (MDS2), a Software Bill of Materials (SBOM) and a Privacy
and Security Manual. Together, these documents give your team a full

overview of the system’s security-relevant characteristics. In
addition, GE HealthCare’s field teams are ready to support your

IT department to install and configure these systems and an intuitive
and accessible security portal helps keep hospitals up to date.

In-depth protection

These systems give you more freedom and flexibility to fit your
organization’s infrastructure and strategy—securely designed in
a way that easily fits your environment. Plus, Mac-Lab, CardioLab
and ComboLab come standard with a secure baseline from
Microsoft® to help provide better protection.

Secure

Designed to help protect your
network and support data privacy
across connected users, points of

data entry and care pathways.




Built on Microsoft Windows® 11 and Windows
Server® 2025, AltiX XI delivers a modern, supported
infrastructure designed to improve performance,
support long-term sustainability and help

meet evolving clinical and IT requirements. . . e
Built on a foundation utilizing

Microsoft’s security baselines,
an industry-standard
configuration designed by
experts helps maximize security
while maintaining compatibility.

Introducing out-of-
the-box support of
CrowdStrike™, as well as
support of other popular
commercial solutions.

Microsoft
security
baseline
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authentication

Protect patient health
information using current,
encryption standards
trusted across healthcare,
finance and government

User authentication is
managed by your standard
network policy.

Event logs record changes and sectors worldwide.
maintain an audit trail identifying

the authenticated user performing

the action.

e Improving cardiology and enhancing life

Access the GE HealthCare Product Security Portal for more information or
contact your GE HealthCare sales representative if you have any questions.
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https://securityupdate.gehealthcare.com

