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SIL 101: How Safe Do | Need to Be?

The global importance of SIL (Safety Integrity Levels) has grown substantially in the
oil/gas, petrochemical and other process industries over the last 10 years. However, for
many end users, systems integrators, and product vendors, SIL is still a somewhat
ambiguous concept that often is misinterpreted and incorrectly implemented. In order to
fully understand SIL and its implications, it is important to grasp the overarching concept
known as Functional Safety, and how it applies to Safety Instrumented Systems (SIS)

within the process industries.

Functional Safety and SIS Background

Functional Safety, as defined by IEC standard 61508, is the safety that control systems provide to an overall process or plant.
The concept of Functional Safety was developed in response to the growing need for improved confidence in safety systems.
Major accidents around the world, as well as the increasing use of electrical, electronic or programmable electronic systems to
carry out safety functions, have raised awareness and the desire to design safety systems in such a way as to prevent
dangerous failures or to control them when they arise. Industry experts began to address functional safety and formalize an
approach for reducing risk in the process plant environment through the development of standards IEC 61508, IEC 61511, and
ANSI/ISA 84. Previous safety standards were generally prescriptive in nature, not performance based. An emphasis on
quantitative risk reduction, life-cycle considerations, and general practices make these standards different from their
predecessors. Functional Safety is a term used to describe the safety system that is dependent on the correct functioning of the
logic solver, sensors, and final elements to achieve a desired risk reduction level. Functional Safety is achieved when every

safety function is successfully carried out and the process risk is reduced to the desired level.

A Safety Instrumented System is designed to prevent or mitigate hazardous events by taking a process to a safe state when
predetermined conditions are violated. Other common terms for SISs are safety interlock systems, emergency shutdown
systems (ESD), and safety shutdown systems (SSD). Each SIS has one or more Safety Instrumented Functions (SIF). To
perform its function, a SIF loop has a combination of logic solver(s), sensor(s), and final element(s). Every SIF within a SIS will
have a SIL level. These SIL levels may be the same, or may differ, depending on the process. It is a common misconception

that an entire system must have the same SIL level for each safety function.

Safety Integrity Level

SIL stands for Safety Integrity Level. A SIL is a measure of safety system performance, in terms of probability of failure on
demand (PFD). This convention was chosen based on the numbers: it is easier to express the probability of failure rather than
that of proper performance (e.g., 1 in 100,000 vs. 99,999 in 100,000). There are four discrete integrity levels associated with
SIL: SIL 1, SIL 2, SIL 3, and SIL 4. The higher the SIL level, the higher the associated safety level, and the lower probability

that a system will fail to perform properly. As the SIL level increases, typically the installation and maintenance costs and



complexity of the system also increase. Specifically for the process industries, SIL 4 systems are so complex and costly that
they are not economically beneficial to implement. Additionally, if a process includes so much risk that a SIL 4 system is
required to bring it to a safe state, then there is a fundamental problem in the process design that needs to be addressed by a

process change or other non-instrumented method.

It is a very common misconception that individual products or components have SIL ratings. Rather, products and components
are suitable for use within a given SIL environment, but are not individually SIL rated. SIL levels apply to safety functions and
safety systems (SIFs and SISs). The logic solvers, sensors, and final elements are only suitable for use in specific SIL
environments, and only the end user can ensure that the safety system is implemented correctly. The equipment or system
must be used in the manner in which it was intended in order to successfully obtain the desired risk reduction level. Just buying

SIL 2 or SIL 3 suitable components does not ensure a SIL 2 or SIL 3 system.

Risk Management and Selecting a SIS or SIL Level
The identification of risk tolerance is subjective and site-specific. The owner / operator must determine the acceptable level of
risk to personnel and capital assets based on company philosophy, insurance requirements, budgets, and a variety of other

factors. A risk level that one owner determines is tolerable may be unacceptable to another owner.

When determining whether a SIL 1, SIL 2, or SIL 3 system is needed, the first step is to conduct a Process Hazard Analysis to
determine the functional safety need and identify the tolerable risk level. After all of the risk reduction and mitigation impacts
from the Basic Process Control System (BPCS) and other layers of protection are taken into account, a user must compare the
residual risk against their risk tolerance. If there is still an unacceptably high level of risk, a risk reduction factor (RRF) is
determined and a SIS / SIL requirement is calculated. The RRF is the inverse of the Probability of Failure on Demand for the
SIF/ SIS. The SIL level equals the number of zeros in the minimum Risk Reduction Factor. With SIL 2, for example, the

minimum Risk Reduction Factor is 100 (see table below).

Selecting the appropriate SIL level must be done carefully. Costs increase considerably to achieve higher SIS / SIL levels.
Typically in the process industry, companies accept SIS designs up to SIL 2. If a Process Hazard Analysis indicates a
requirement for a SIL 3 SIS, owners will usually require the engineering company to re-design the process to lower the intrinsic

process risk.

Safety Integrity Risk Reduction ~ Probability of Failure on
Level Factor Demand

SIL 4 100,000 to 10,000 105to 10+

SIL 3 10,000 to 1,000 10“1to 103

SIL 2 1,000 to 100 10310 102

SIL1 100 to 10 102 to 10!



Example of SIS/SIF/SIL Determination

A simple example will help illustrate the concepts of SIS, SIF, and SIL. Consider the installation of a pressure vessel containing
flammable liquid. It is maintained at a design operating pressure by the BPCS. If the process control system fails, the vessel will
be subjected to an over-pressure condition that could result in a vessel failure, release of the flammable contents and even fire

or explosion. If the risk in this scenario is deemed to be intolerable by the facility owner, a SIS will be implemented to further

reduce this risk situation to a tolerable risk level.

The SIS system will be independent from the BPCS and will act to prevent or mitigate the hazardous condition resulting from
pressure vessel over-pressure. The SIS will have a SIF which might include a pressure transmitter which can sense when an
intolerable level of pressure has been reached, a logic solver to control the system logic, and a solenoid valve which might vent
the contents of the vessel into a safe location (flare stack, environment, storage tank, etc.), thus bringing the pressure vessel to

a safe state.

If the risk reduction factor required from the Process Hazard Analysis is a factor of 100 then a SIL 2 level of SIF performance
would be specified. Calculations for the components of the entire SIF loop will be done to verify that the PFD of the safety
function is 10-2, meaning that the SIF is SIL 2 or reduces the risk of the hazard by a factor of 100. This one SIF may constitute
the entire SIS, or the SIS may be composed of multiple SIF's that are implemented for several other unacceptable process

risks in the facility.

Our SIL and SIS Approach

General Monitors is fully committed to SIL and SIS. We feel that focusing on functional safety is an excellent opportunity for us
to partner with our customers to understand their specific needs and applications, and to develop optimal safety solutions for

their unique operating environments.

We have based our approach to ensuring a high level of functional safety on the IEC 61508 and 61511 standards. The
programs that we have developed encompass a comprehensive set of activities conducted both in-house and with the
assistance of leading safety experts from around the world. In their totality, these programs have resulted in an integrated

system for the designing of products, assessing their functional safety, improving robustness and validating performance.

An extensive Failure Mode Effects and Diagnostics Analysis (FMEDA) is now conducted early in the development process for
each new product, and it is used throughout the development cycle to improve functional safety. At General Monitors, the
FMEDA is a critical design tool that helps us develop products that offer the highest level of safety. FMEDA is a critical design

tool—not just a post design paper study to obtain a so-called “target SIL rating”.



Our most popular products are now compatible with the IEC 61508 SIL and IEC 61511 SIS standards, including:

Product SIL Suitability

Level
FL4000 Flame Detector (Multi-Spectral IR) 3
FL3100 Flame Detector (Dual IR) 3
FL3110 Flame Detector (UV/IR) 2
FL3111 Flame Detector (UV) 2
FL3112 Flame Detectors (Dual IR) 2
S4000C Combustible Gas Detector 2/3*
S4100C Combustible Gas Detector 3
S4000T H2S Gas Detector 213*
S4100T H2S Gas Detector 3
IR2100 IR Point Combustible Gas Detector 2
Field Mounted Display (FMD) 2
IR5000 Open Path IR Combustible Gas Detector 2/3*
4802A Controller 2
2602A Controller 2
TA102A Controller 2
TA202A Controller 2
TA402A Controller 2
DT210 Controller 2

*The 4-20 mA output has a higher safety rating than relay outputs.

Additional system and component products are now in the early design phases that will be suitable for the ANSI/IEC Functional
Safety standards. We welcome discussions during the design process with customers who are interested in these standards as

a way to improve process and plant safety.


http://www.generalmonitors.com/products/flame_fl4000.html
http://www.gmigasandflame.com/sil_info_certs/FL4000_SIL.pdf
http://www.generalmonitors.com/products/flame_fl3100.html
http://www.gmigasandflame.com/sil_info_certs/FL3100_SIL.pdf
http://www.generalmonitors.com/products/flame_fl3110.html
http://www.generalmonitors.com/products/flame_fl3111.html
http://www.gmigasandflame.com/sil_info_certs/FL311X_SIL.pdf
http://www.generalmonitors.com/products/flame_fl3112.html
http://www.gmigasandflame.com/sil_info_certs/FL311X_SIL.pdf
http://www.generalmonitors.com/products/combustible_s4000c.html
http://www.gmigasandflame.com/sil_info_certs/S4000_SIL.pdf
http://www.generalmonitors.com/products/combustible_s4100c.html
http://www.gmigasandflame.com/sil_info_certs/S4100_SIL.pdf
http://www.generalmonitors.com/products/h2s_s4000t.html
http://www.gmigasandflame.com/sil_info_certs/S4000_SIL.pdf
http://www.generalmonitors.com/products/h2s_s4100t.html
http://www.gmigasandflame.com/sil_info_certs/S4100_SIL.pdf
http://www.generalmonitors.com/products/combustible_ir2100.html
http://www.gmigasandflame.com/sil_info_certs/IR2100_SIL.pdf
http://www.generalmonitors.com/products/combustible_fmd.html
http://www.gmigasandflame.com/sil_info_certs/FMD_SIL.pdf
http://www.generalmonitors.com/products/combustible_ir5000.html
http://www.gmigasandflame.com/sil_info_certs/IR5000_SIL.pdf
http://www.generalmonitors.com/products/combustible_4802a.html
http://www.gmigasandflame.com/sil_info_certs/4802A_SIL.pdf
http://www.generalmonitors.com/products/h2s_2602a.html
http://www.gmigasandflame.com/sil_info_certs/2602A_SIL.pdf
http://www.generalmonitors.com/products/combustible_ta102a.html
http://www.generalmonitors.com/products/h2s_ta202a.html
http://www.generalmonitors.com/products/flame_ta402a.html
http://www.generalmonitors.com/products/h2s_dt210.html
http://www.gmigasandflame.com/sil_info_certs/DT210_SIL.pdf
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